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Security Bundle

Newmind Security Layer Tools

Security Layer Tools Bundle Overview

NINJIO | Security Awareness Training

Keeper | Password Management

DNSFilter | DNS filtering

AFI Saa$S Backup | Cloud Backup for Google Workspace and Microsoft Office 365
Check Point Email & Collaboration | Email Security

Newmind Group Can Help
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Security Layer Tools Overview

m Category Cost (a la carte)
E N I N J Io Security Awareness Training $3.50/user/mo

q% |< E E P E R Business Password Management  $5/user/mo
DNSjFltter Secure DNS Web Protection $2.50/user/mo

W af I al Data Backup for Microsoft & Google | $3/user/mo

L
0 CHECK POINT Email and Cloud Security $5/user/mo

Security Layer Bundle: $17/user/month ($20/user/month unbundled)

e NINJIO for Security Awareness Training and Phishing Simulation

Keeper Enterprise for business-grade password management and sharing

DNSFilter for secure DNS filtering protection on staff devices devices anywhere they go
AFI Saa$S Backup for Microsoft 365 and Google Workspace data backup and restoration
Check Point Email & Collaboration for Google Workspace and Microsoft 365 email
protection

Why bundle?

This bundle was curated by Newmind Group'’s team to include the greatest amount of
added protection for the lowest cost per member of your team. We believe that password
management, DNS filtering, security awareness training, email protection, and Google
Workspace and Microsoft 0365 backup combine to provide a massive added layer of
protection from attacks, accidents, and human error.

Plus, they cover a set of priority areas that many businesses typically haven't covered in
their existing security plans. The following pages give some high level information about
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each of the tools. For a more in-depth look at each, or to schedule a demo to see them in
action, please contact us.

] NINJIO

NINJIO | Security Awareness Training

NINJIO is cybersecurity awareness training for employees and executives that uses
engaging 3-4 minute episodes to help organizations, team members, and their families to
become more prepared to spot security threats, including phishing and ransomware.

Here is a link to a sample training video: Ransomware is Everywhere - Avoiding
Ransomware: NINJIO S3E6 Trailer

Ninjio provides:

Ongoing security training delivered to your inbox
Reports to track team participation and performance
Simulated phishing attacks

Free licenses for friends and family

ANIMATED EPISODES
3-4 minutes long, released every month

REAL BREACHES
Security awareness lessons based on real companies who've
suffered a significant breach

(> B

'/, ENGAGE VIEWERS
We emoticnally connect with your learner in the first scene of every
episode

HOLLYWOOD STORYTELLING
Each episode is written by a former writer of CSI NY

FRIENDS & FAMILY USE RIGHTS
Add 7 friends and family at no cost

GAMIFIED LEADERBOARD
Competition encourages engagement

B4 &
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https://youtu.be/EGaCdoN7Vzk
https://youtu.be/EGaCdoN7Vzk
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Keeper | Password Management

Keeper remembers your passwords so you don't have to. Today, almost a quarter of all

Americans use password managers, and among password management providers Keeper
holds the longest-running SOC2 and ISO27001 certifications in the security industry.

Fast and easy set up Easy to use
Easy to set up and roll out to your employees on every Simple design that is a joy to use on every device and
device they use. web browser.
Create and share strong passwords Unlimited devices and peace of mind
Creates high-strength, random passwords and lets you Each employee gets Keeper on unlimited devices for
securely share them on demand. complete, company-wide protection.
Autofill passwords with KeeperFill World-class training and support
Quickly autofill your passwords into websites or apps The Keeper Team is available to help 24/7.
logins.
Free Family Plan Best-in-class security
When you buy Keeper Business, each team member Keeper utilizes proprietary zero-trust and zero-knowledge
gains access to a free Keeper Family Plan. security architecture with full end-to-end encryption.
Keeper Provides:
e Security Policies - Keeper's role-based enforcement policies provide your organization with the

flexibility to customize your solution to meet your specific needs.

Reporting - Reports include audits for user activity, user status, policies setting changes, access
requests, security reports, and shared folder reports.

Browser Extension - The Keeper Vault extension runs in all major browsers. Keeper supports Mac,
Windows, and Linux, and has apps for Android, i0S, and Windows Phone.

Shared Folders & User Groups - Organize and share logins and notes seamlessly and securely
among groups via shared folders. Administrators can assign policies and shared folders to users
according to their roles and teams.

Two-Factor Authentication (2FA) - Keeper 2FA adds extra layers of security by prompting you with
an authentication code delivered by SMS, common Authenticator apps, or KeeperDNA which
provides an instant 2FA token by automatically detecting your nearby connected devices.
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https://www.keepersecurity.com/dna-authentication.html

DNS/Filter

DNSFilter | DNS filtering

With DNS filtering, when you type in a website's address, a filtering process takes place
before that page is displayed. The filter protects all devices connected to your office
network, and is able to block or limit the functionality of that page, depending on a
number of factors set up by you:

e Malicious content

e Potentially threatening content

e Illegal content

e Content not appropriate for work

And more

DNSFilter Provides:

e Content Filtering - DNSFilter includes over 30 built-in categories that you can use to filter the types
of sites that can be accessed from your network.

e Detailed Reports - View and export network activity and security reports in our dashboard, or delve
into detailed logs for even more actionable data.

e Real-Time Updates - An industry first: DNSFilter is the only DNS threat protection providing
real-time domain analysis via Al, meaning they protect you from more threats.

e On-site and Off-site Protection - DNSFilter is available on Windows, MacOS, i0S, Android, and
Chrome0S. It can also be configured on the office network to protect your entire business network,

including your guest wifi.
S )
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AFI SaaS Backup | Cloud Backup for Google Workspace and
Microsoft Office 365

There’'s a common misconception that if something is deleted permanently from your
personal cloud storage (Google Drive, or OneDrive, etc), that your vendor has a backup on
file and can restore that business data to you when needed. This is unfortunately not the
case—when a file or email gets deleted (by accident, attack, or disgruntled employee), that
file is gone for good, and not backed up anywhere.

AFI SaaS Backup is a way to mediate that by backing up data that your organization is
storing in the cloud. It's also designed to thwart attacks with features like:

e Early ransomware attack detection with instant notifications.
e Instant preemptive backups to help preserve data when ransomware hits.

¢ Immutable backup storage (past recovery points can't be affected by attacks).

Below are some unique features to Google Workspace and Microsoft 365 environments.

Google Workspace Microsoft 365

e Automatically discover user data and drives within e Backup M365 data with precision, including
your domain, and AFI will manage backup MS Teams, Entra ID, Exchange Online
schedules based on protection levels you assign in-place archive, and all other key data types
to them. e Accelerate recovery using instant full-text

e Shared drives or users deleted from your domain search across all backups
are automatically archived and available for e Easy to navigate point-in-time recovery,
restore & export at any time. high-frequency backups with unlimited

e Instant offline export (direct download) of single versioning

items or full accounts.
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Check Point Email & Collaboration | Email Security

Check Point service provides comprehensive email security that addresses all areas of
business communication. Their API-based inline protection service protects your cloud
email applications from advanced threats, such as:

Emalil Protection

When an email is sent, Check Point intercepts and sends the email to Check Point'’s
ThreatCloud for analysis before the email is delivered to the recipient. If the verdict is
malicious, then the email is handled according to the configured workflow (for example,
quarantine). Otherwise, the email is delivered to the recipient.

Check Point also inspects internal and outgoing traffic, both for data leakage and for
phishing and malware. Emails can be removed and modified post-delivery if needed.

File Sharing Applications
When you upload a file to the application, Check Point inspects it for malware and against
the organization's DLP policy. Files with detected threats are quarantined or vaulted.

Messaging Applications
Check Point inspects every message for malware, DLP and phishing indicators. It also
inspects every uploaded file for malware and DLP.

BEC/Compromised Accounts (Account Takeover)

Check Point inspects the behavior of users inside the Microsoft environment — their login
patterns, correspondence patterns, and many more — to determine if an account has been
compromised before any damage is done. The account is then automatically blocked by
the system, or manually blocked by an administrator.
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Newmind Group Can Help

Newmind Group is experienced in helping organizations navigate cybersecurity for the
first time, or shoring up gaps in an existing cybersecurity environment. We can consult on
the tools mentioned above, as well as other cybersecurity tools, including:

Server Backup

Next Gen Antivirus

Patch Management

Email Security

Secure Remote Access
Vulnerability Assessments
Endpoint Detection and Response
Data Encryption

Learn more at newmindgroup.com/cybersecurity

If you're in the process of enrolling or renewing a cyber insurance policy, we'd be
delighted to help, and can even refer you to trusted insurance companies in West
Michigan.

newmindgroup.com/get-started
sales@newmindgroup.com

(877) 230-5284
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http://newmindgroup.com/cybersecurity
http://newmindgroup.com/get-started
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